ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM

ICS-CERT ALERT

ICS-ALERT-11-066-01— ACTIVEX VULNERABILITY IN WELLINTECH KINGVIEW 6.53

March 7, 2011

ALERT

SUMMARY

ICS-CERT has become aware of public reports of a vulnerability in WellinTech KingView v6.53. This
vulnerability reportedly affects the KVWebSvr.dll. Exploit code has been published.

According to the WellinTech website, KingView is widely used in power, water, building automation,
mining, and other sectors, with most installations in China. The Chinese aerospace industry also uses
KingView.

ICS-CERT is currently working with WellinTech to validate this vulnerability report. ICS-CERT is
providing this information as an immediate notification of new activity. ICS-CERT will release further
information as it becomes available.

Please report any issues affecting control systems in critical infrastructure environments to ICS-CERT.

ICS-CERT Operations Center
1-877-776-7585

WWW.Ics-cert.org
ICS-CERT@DHS.GOV

What is an ICS-CERT Alert? An ICS-CERT Alert is intended to provide timely notification to critical
infrastructure owners and operators concerning threats or activity with the potential to impact critical
infrastructure computing networks.
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